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What I do here @cisco

• Federal Security Architect

• At Cisco >23 years, supporting US Federal 
Government

• 31 years primarily supporting US Defense, Civilian 
and Intelligence Communities

• Deep focus on defensive cyber operations, 
advanced encryption, making security work!

• My first Networkers was in 1995… 

• https://www.linkedin.com/in/andrewbenhase/

@CyberSecOps
@ThreatCowboy

abenhase@cisco.com
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From MLB to AMS
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Space-X Heavy
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• Orbital Mechanics 101

• What is Starlink today?

• How does Cisco work with Starlink?

• Securing Starlink

• Things you need to know
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Latest News – @ CL EMEA
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Latest News – @ CL EMEA
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Orbits are Orbits?

13BRKSEC-2037

Low Earth Orbit - LEO

Medium Earth Orbit - MEO

Geostationary Earth Orbit - GEO

Geosynchronous Earth Orbit - GEOPolar Orbit



Hey Andrew, this is CiscoLive….
Why do I need to know about 
physics, orbits, altitudes and 
latency?



Answer: Because this is an 
Engineering discussion, not a 
sales and marketing pitch ☺
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Speed of Light in a Vacuum

c=νλ

Light (Photons)

Frequency

Wavelength

300,000 km/s

BRKSEC-2037 16



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Speed of Light in a Vacuum

Speed of Light in an Atmosphere

10-200ms

Terrestrial Ground Delay

40ms 
Great

700ms 
Not-Great

Loss 
Calculation
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• LEO – 1000 kilometers and below

• Starlink 540km (345 miles)

• One way latency – ~12-25ms

• RTT - ~25-50ms

• MEO – 8000 kilometers (5,000 miles)

• ~RTT 350ms

• GEO – 36,000 kilometers (22,000 miles)

• ~RTT 725ms

Orbits and Networking

BRKSEC-2037 18
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Physics Matters

40ms

350ms

700ms
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Current Polar Orbit Paths
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• A global satellite network in Low 
Earth Orbit currently consisting 
of ~3000 satellites*

What is Starlink?

*groups of 53 being launched on a regular basis
BRKSEC-2037 23
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Disclaimer

• Starlink.sx
Designed by Mike Puchol, who states this site is NOT affiliated 
with Starlink or SpaceX. Link is https://starlink.sx/

• It is an excellent website to help understand satellite movement, 
tracking and orbital mechanics

• Many of the screenshots are from starlink.sx simulation – it is not a 
Starlink sponsored tool – that said…orbital calculations are really just 
math…and positions are published

• These are assumptions based on collected knowledge, Starlink does 
not publish any of this information – for obvious reasons

BRKSEC-2037 24
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• H3 is a geospatial indexing system 
that partitions the world into 
hexagonal cells

• Each Hexagonal Grid is mapped 
into ~8000 hexagonal sections 
for each Satellite Radio 
Footprint

• Opensource Mapping System

• https://h3geo.org

H3 Geospatial Mapping

BRKSEC-2037 25
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• FCC Approval for 12,000 satellites

• Starlink Satellites operate in five primary defined orbital shells 
at between 550km-570km in altitude

• First shell: 1,440 in a 550 km (341.8 mi) altitude shell at 53.0° inclination

• Second shell: 1,440 in a 540 km (335.5 mi) shell at 53.2° inclination

• Third shell: 720 in a 570 km (354.2 mi) shell at 70° inclination

• Fourth shell: 336 in a 560 km (348.0 mi) shell at 97.6° inclination

• Fifth shell: 172 satellites in a 560 km (348.0 mi) shell at 97.6° inclination

Basic Orbital Mechanics

BRKSEC-2037 26
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Satellite

• Each satellite features four antennas in Ku band, one for uplink, three for 
downlink 

• Each antenna is capable of projecting eight beams in two polarizations 
(RHCP/LHCP), for a total 48 downlink beams and 16 uplink beams. 

• The maximum bandwidth available to Starlink in Ku band is 8x 250 MHz 
channels in downlink (total 2 GHz), and 8x 62.5 MHz channels in uplink (total 
500 MHz)

• Each Satellite nominally operates at 10Gbps capacity with future expansion 
to 20Gbps
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Faced towards Ground

Downlink Antenna Cluster12

3 4 Uplink Antenna

Credit: Starlink
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How Radio Footprints work
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• 3 Beam Optical Head using 
Infrared Laser

• Same Orbital Plane Operation

• Theoretically could offload to 
parallel polar plane satellite 

Infrared “Space Lasers”

Credit: SpaceX/Starlink
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Ground Station

31BRKSEC-2037

• Each gateway antenna has available a maximum of 4x 500 MHz 
channels (total 2 GHz) in uplink, and 5x 250 MHz channels (total 
1.25 GHz) in downlink

• In this configuration – where 8 antennas are active – would be 
10Ghz total active Down and 6Ghz Up per site

• Ground stations are positioned on top of existing Fiber Paths

• Each Parabolic Antenna can support 10Gbps x 2)

• So that’s up to 1.6Tbps theoretical bandwidth for a site with 8 
active
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Basic Networking

32BRKSEC-2037

NAT Router

Dynamic IP 
address 

assigned by 
Starlink

Internet
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US Gateway Locations
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EMEA Gateway Locations
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Frankfurt

Amsterdam

London

How does it work in Ukraine?

Poland

Lithuania

Radio Gateways

Lithuania
Poland

Internet Gateways

Frankfurt
London
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Only authorized to operate in certain countries based on per country 
acceptance
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Things we know

• Dense Orbital shells are extremely robust

• Frequency shifts can be simple software operations

• Receive only satellite arrays are critically important

• Low observability packages are important

• Low cost Software Defined Radios (SDRs) are being used for 
offensive hunt operations

BRKSEC-2037 39
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• Space Observation Radar

Examples of Phased Arrays

• AN-SPY-1 Phased Array

• AEGIS Deployed and AshoreE-3 Sentry
AWACS

E-2D
Early Warning

BRKSEC-2037 41
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• Up / Down configuration

• Ground Terminal is a phased 
array antenna in one of two 
current configurations – Round 
(Gen1) or Rectangle (Gen2)

• Each array has hundreds of 
transceivers

• 12-18 and 26.5-49 GHz bands

How does Starlink work?

BRKSEC-2037 42
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• Phased Array Antenna

• Starlink Router (more on that 
later)

• Ethernet Cable with proprietary 
ends

Ground Terminal

BRKSEC-2037 43
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Basic Networking

Radio Footprint of the Satellite

Layer 2 Network

NAT Router

Dynamic IP 
address 

assigned by 
Starlink
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• Micro Linux Router

• NAT Operations

• 60 second boot time

• 192.168.128.0 NAT Pool

Starlink Router

BRKSEC-2037 45
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• Your VPN cares, depending on 
what you’re using….

Double-NAT – who cares?

NAT-1

CGNAT Router

NAT-2

Internal IP Address

Publicly Routed IP Address

BRKSEC-2037 47
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Things that Fix NAT Problems

• Static NAT configuration – impossible with Starlink and CG-NAT 
carriers

• GRE/IPSec+NAT-T Tunnels

• Straight NAT-T Tunnels

• IPv6

• TCP VPN Tunnels

BRKSEC-2037 49
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How the 
network 
works

1 gi0-0-0-18.221.agr13.mia01.atlas.cogentco.com (66.28.3.217) 0.661 ms 0.727 ms 2 te0-

5-0-1.ccr21.mia01.atlas.cogentco.com (154.54.6.57) 0.896 ms te0-0-0-

11.ccr22.mia01.atlas.cogentco.com (154.54.31.229) 0.998 ms 3 

be3087.ccr41.mia03.atlas.cogentco.com (154.54.88.234) 0.839 ms

be3081.ccr41.mia03.atlas.cogentco.com (154.54.88.226) 0.843 ms 4 

mai-b2-link.ip.twelve99.net (213.248.75.1) 0.606 ms 0.625 ms 5 

atl-b24-link.ip.twelve99.net (62.115.113.48) 14.858 ms 14.762 ms 6 

spacex-svc080559-ic370374.ip.twelve99-cust.net (62.115.146.55) 14.741 ms 14.796 ms

50
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How the network works
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• CGNAT Employed

• Array to Satellite to Ground 
Station are all Flat

• Appears that Ground to NAP is 
a series of Exit MPLS Networks

• Exit Routing is based on your 
specific Terminal

• *Network Configuration 
changes are frequent and 
unannounced

Observations of the Starlink Network

• Exit Path is currently static 
based on your Service Class

• Portabililty, Marine, RV, Aviation 
means that you can be placed 
in different exit VPNs, we 
assume dynamically

BRKSEC-2037 52
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Network Static Exit Routes

In Florida, my array 
lands in Central 
Florida, but exits from 
the Atlanta Internet 
Gateway

Mobile Roaming still 
sends my traffic out of 
Atlanta, clearly tied to 
my Array_ID

BRKSEC-2037 53
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Satellite Truths and Myths

• All Starlink Satellites have “Lasers” – FALSE

• All Starlink Satellites can cross communicate to each other – FALSE

• Some Starlink Satellites have laser based optics that can point ahead 
of them to the next satellite – TRUE

• On-orbit Satellites can calculate multi-planar ephemeris to 
dynamically communicate to satellites in different orbits - FALSE
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Polar Orbit Satellites and Free Space Optics

• Generation 1 Satellites are Radio Only

• Generation 1.5 and 2.0 Satellites are capable of Inter-Satellite Links (ISL)

• ISL Links work currently in a follow-me configuration

• A polar string of satellites provide hop to hop communications in single file

• Closest Radio Gateway provides the downlink for the chain of satellites

• Only use for satellites in polar orbits and where there is a Gateway 
connection

• You may not pop-out onto the Internet in a country that you expect

• You may not come out in a country you want

BRKSEC-2037 56
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Polar 
Satellite 

Train with 
ISL

Gateway 
Connection to 
Montes Claros 

Gateway
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This satellite 
provides the 

backhaul to each of 
the other satellites –
selection algorithm 

is unknown

62BRKSEC-2037
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Polar Orbits
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No Orbital Paths
No Radio Footprints here
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Starlink Security

There is no security other than what you bring yourself

BRKSEC-2037

BYOS – Bring Your Own Security 
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Starlink Router

• Nmap scan report for 192.168.1.1

• Host is up (0.0040s latency).

• Not shown: 994 filtered tcp ports (no-response)

• PORT     STATE SERVICE

• 22/tcp open  ssh

• 53/tcp open  domain

• 80/tcp open  http

• 9000/tcp open  cslistener

• 9001/tcp open  tor-orport

• 9002/tcp open  dynamid

• Nmap done: 1 IP address (1 host up) scanned in 45.68 
seconds

69BRKSEC-2037
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• Carrier Grade NAT (CGNAT) at the Internet Gateway

• IPv4 DHCP is assigned across the network

• IPv6 Prefix Delegation works on some Gateways

• Layer 2 network from terminal to ground to exit point (MPLS)

• Native IPSec will not work (CGNAT)

• IPSec Encapsulation works – NAT-T (udp4500)

• TLS VPNs work

• There is NO local NAT configuration possible on the SL Router

Things we know about Starlink Network

BRKSEC-2037 70



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public 71

Starlink Security Today
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WPA2 Implemented here

CGNAT Router
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Starlink Security Today

BRKSEC-2037

Security Must be 
Implemented Here

CGNAT Router
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Advanced Networking

Radio Footprint of the Satellite

Layer 2 Network

Firewall

Router Placed in 
Bypass ModeOutside DHCP 

gets assigned 
by Starlink

SL Ethernet
Adapter

SL Router in Bypass Mode:
WIFI Gets disabled
Router is no longer locally accessible
Statistics are stored in SL Cloud
Array connects to SL Cloud and delivers updates
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• MX Series

• MR Series

• Z3 Series

• Firepower 1010 Series

Meraki+Firepower Deployment

*Transparent Inline Pair

*Planned for FDM in 7.4 Release 
BRKSEC-2037 75
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• MX Series

• MR Series

• Z3 Series

Meraki MX/MR/Z3 Deployment
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Native IPv6 Support on MX and MR Platforms
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Meraki is the simplest security option
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• Takes the downstream 
Prefix Delegation

• Automatically deploys it to 
the downstream networks

• Clients will be assigned 
IPv6 address out of your 
assigned Prefix

Meraki is the simplest IPv6 Deployment Option

79BRKSEC-2037
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NAT Router

Admin Only

Ethernet Adapter

Keep it simple, don’t overcomplicate things

BRKSEC-2037 80
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• Terminals (arrays) are statically 
linked to what we believe to be 
MPLS VPNs with static exits to 
the Internet

QoS Observations

CGNAT Router

Internet NAP

Residential QoS

Scavenger class QoS

Scavenger Class

Premium Class
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• You will probably want a 150 foot cable

• You can make a 300+ foot cable easily by inserting Ethernet in the 
middle

• Use High Quality watertight connectors

Deployment Considerations
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Decisions

• “High Performance” is simply 
double the array

• They have a single GigE output 
– but have doubled the 
transceivers

• They are clearly creating a 
Service Class for High 
Performance users and doing 
traffic engineering to support it

BRKSEC-2037 85
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‘I had a recent important meeting to 
attend but it conflicted with PTO….’

BRKSEC-2037 86
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“Scavenger Class”

HD Video Broadcast to San Jose

From Colorado – 100% Off Grid

BRKSEC-2037 87BRKSEC-2037
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Disclaimer

I make 100% zero guarantees or warranty 
you won’t damage something….

BRKSEC-2037 89
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• https://dishypowa.com

• 48-56V DC passive PoE 
injector

• Allows you to remove 
Starlink Router entirely

• Connect up BYOS options

• Needs 48v DC Power

Ditching the Starlink Router

Credit: dishypowa.com

BRKSEC-2037 90
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Parts Needed
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Wiring Diagram

12volt DC
LiFePO4 Battery

12volt-48v DC
DC Boost 
Converter

_

+

_ +

MPPE Charge 
Controller

Inline 
Fuse

100-200w Panel

Minimum 120watts

Carefully evaluate your actual WIFI Power Requirements!
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Power/Solar Conclusions

96BRKSEC-2037

You will need 
more stored 
power than you 
think

1

You will need 
more solar 
power than you 
think

2

You will have to 
trial 24hr 
operation to be 
sure it works

3

You will have to 
account for lack 
of full solar 
cycles

4
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Gen 1 and Gen 2 Phased Arrays
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How to properly ground your Starlink Array

• Grounding is very important

• A normal ground path will be 
direct to your equipment, which 
is an Ethernet adapter and 
Starlink Router

• Spike will travel to the closest 
ground – which if attached 
directly to the ground is great

• If not done properly, you could 
easily loose all equipment 
attached

• Insure that you have a proper 
ground path

• Take your time, employ thought 
and basic knowledge of physics
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• Proprietary Connector to Router 
and Array must stay in place

• 568B Termination in the middle

• Use Shielded RJ45 connecters

• Remember the path – if a surge 
travels, where is it going?

Re-Terminate your Starlink Cable
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Mounting Matters – Grounding Matters
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These ends have to stay on…

Starlink Connector

Starlink Connector

Twisted Pair Cat5/6 in the Middle

102BRKSEC-2037
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• Re-Terminated Starlink

Cut the Cable

• Stock 150 foot

103BRKSEC-2037
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Use Waterproof 
IP68 Connectors
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Use Shielded RJ45 
Connectors

Leave Grounding Shield in Place
Terminate with Shield touch the connector 

105BRKSEC-2037
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Ethernet Surge 
Suppression and 
Grounding Block
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Proper Grounding
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Mounting Matters – Grounding Matters

External Grounding 
Stake

Protected Equipment

108BRKSEC-2037
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Debugging at the CLI
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Docker Tools Repository
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• Performance Data is stored 
in the Starlink Cloud

• Allows remote access to 
data statistics from your local 
network without being there

Remote Connections
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http://dishy.starlink.com
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• "dish": {

• • "reachable": true,

• • "service": "dish",

• • "cloud": false,

• • "features": {

• • "stowRequested": true,

• • "unstow": true

• • },

• • "timestamp": 1666895243,

• • "deviceInfo": {

• • "id": "ut01000000-00000000-0008d16e",

• •

Starlink Debug

• "hardwareVersion": "rev3_proto2",

• • "softwareVersion": "223c055e-8fe8-42e6-8d00-
cd4c6a466252.uterm.release",

• • "manufacturedVersion": "",

• • "generationNumber": 1665611831,

• • "countryCode": "US",

• • "utcOffsetS": -17999,

• • "softwarePartitionsEqual": false,

• • "isDev": false,

• • "bootcount": 129,

• • "antiRollbackVersion": 0,

• • "isHitl": false

• • },

• • "deviceState": {

• • "uptimeS": 122693

• • },

• • "alerts": {

• • "motorsStuck": false,

• • "thermalThrottle": false,

• • "thermalShutdown": false,

• • "mastNotNearVertical": false,

• • "unexpectedLocation": false,

• • "slowEthernetSpeeds": false,

• • "roaming": false,

• • "installPending": false,

• • "isHeating": false,

• • "powerSupplyThermalThrottle": false

• • },

• • "gpsStats": {

• • "gpsValid": true,

• • "gpsSats": 16,

• • "noSatsAfterTtff": false

"gpsStats": {

"gpsValid": true,

"gpsSats": 16,

"auth": {

"accessToken": "<len=848>",

"refreshToken": "<len=66>",

"accessTokenExpirationDate": "2022-10-

27T18:39:21Z",

"idToken": "<len=723>",

"tokenType": "Bearer"
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Please Fill Out The Survey!
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at 
https://www.ciscolive.com/emea/learn/sessions/session-
catalog.html
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https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda
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Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education

https://www.ciscolive.com/on-demand.html


Questions



Thank you




